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Abstract

“Bossware” is software that monitors workers, tracking their activity and productivity in often hidden ways. This type of software
has seen a surge of interest since the start of the pandemic, as managers attempt to retain oversight of workers in remote or distributed
conditions. However, “bossware” is not monolithic but highly differentiated, with each product created by specific companies, with
specific affordances, for specific purposes. This article thus builds a more articulated portrait of bossware by mapping the landscape.
It first defines a schema based on the “expansiveness” and “invasiveness” of this software and maps key products along these two
axes. It then develops a bossware typology ranging from spyware through to soft-bossware and productivity-ware, highlighting
their differences in terms of data captured, userbases, perceived legitimacy, and existing safeguards. The article concludes by
offering several approaches to investigating these technical regimes and stressing bossware as a site of both power and
counterpower.

Introduction

In an insurance firm in the UK, new software has been installed on all the computers. It tracks the workers’
keystrokes, their browsing history, and is constantly recording whatever is on their monitors. The team
manager leverages these new features to meticulously monitor the employees, tracking their productivity
via exhaustive metrics and detailed dashboards. One worker has had enough and begins to type up a
complaint to the executive manager. But before he can even finish and send it, the team manager confronts
him: she saw him typing it in real-time (Greybeard 2021).

“Bossware” is software that monitors workers, tracking their activity and productivity in often hidden ways.
This type of software has seen a significant uptick in interest during and in the wake of the pandemic, as
managers attempt to retain oversight of workers in remote or distributed conditions. Bossware introduces
new dynamics for workers, it intensifies regimes of surveillance and oversight that were already present,
and it shapes the labor experience in fundamental ways. Some services flag employees who are deemed
risky. Others claim to show how industrious workers are and offer these “productivity scores” to
management as a tool for optimizing their business (Carter 2021). These techniques undermine confidence
and damage worker well-being. In a survey of 2000 remote workers (ExpressVPN 2021), 59% felt stress or
anxiety about their employer surveilling their online activity.

The stakes of bossware, then, are clear. And yet its very novelty and rapid development has made it hard to
grasp. To date, there has been only a limited number of academic studies on this nascent phenomenon (Lloyd
2022; Lomborg 2022; Stegman et al. 2022), with the most referenced piece being an early report by the
Electronic Frontier Foundation (Cyphers and Gullo 2020). A more articulated understanding of bossware is
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needed—and this is not merely an academic exercise, but rather foundational for forms of worker
understanding and resistance. What are the various forms of bossware? What are their differences and
similarities? And what kinds of risks do they pose for workers? These are the questions this article pursues.

The article begins by contextualizing bossware, stressing its recent rise while also highlighting historical
precedents. The second section problematizes bossware, outlining a range of issues from privacy intrusion
to metric-centric performance and the erosion of trust and worker well-being. The article then turns to the
crux of the contribution: mapping the bossware terrain. It develops an intuitive schema and charts many
bossware products along these two axes. The article then uses these clusters of products to develop a
provisional typology of bossware. The article steps through each type, laying out its key characteristics and
the kinds of threat it poses to personal privacy, individual rights, and basic worker freedoms. The article
concludes with an emergent research agenda that suggests possibilities for further analysis and highlights
several key gaps in knowledge.

Contextualizing Bossware

Remote work has surged in the wake of pandemic lockdowns, leading to millions more workers operating
outside of traditional work contexts (Barrero, Bloom, and Davis 2021). It is estimated that 557 million
individuals worked from home during the second quarter of 2020 (Soares, Bonnet, and Berg 2021). And
while restrictions have largely been lifted in this so-called post-COVID era, some workers have refused to
return to the office, creating a situation where working from home is the new normal (Abdullah et al. 2020;
Williamson, Colley, and Hanna-Osborne 2020). The COVID-19 pandemic has highlighted a number of
concerning issues in terms of privacy and equality in the context of telework (Katsabian 2020).

This unprecedented period provided surveillance advocates with a window of opportunity, a crisis that
enabled them to deploy novel tracking mechanisms on populations using security and public health as the
stated rationale. In essence, the pandemic was also a pandemic of surveillance, allowing the rapid spread of
invasive technologies such as facial recognition, contact-tracing apps, and population tracking (Lyon 2021).
Leveraging crises for such lucrative opportunities is not an anomaly, but a repeated pattern that has been
labeled disaster capitalism (Klein 2007). In this regard, the pandemic contributed to a dangerous
normalization of surveillance (Maati and Svedkauskas 2021).

Software companies have pivoted quickly to take advantage of this mass migration. Remote work has
become a new context for workplace surveillance (Ball 2010). Al technologies, for example, are now used
in a variety of digitally mediated tasks, from monitoring productivity to scheduling work and generating
content. While some tech pundits have celebrated the productivity gains from these products, such software
can also have negative impacts on the rights and well-being of workers. “Bossware” or “tattleware” has
received attention in news media as a technology that remotely surveils workers in increasingly invasive
and articulated ways (Corbyn 2022).

Bossware is typically defined as software installed on an employee’s computer that tracks their mouse
clicks, keystrokes, app usage, and other data (WordSense 2022). Yet if this definition offers a starting point,
it also has issues. First, the rise of software-as-a-service (Alnumay 2020; Ma 2007) has meant that bossware
may take the form of cloud-based platforms rather than installed software. Secondly, while the definition
lists employees as the target, the rise of more flexible and on-demand forms of labor (De Stefano 2015) in
the last decade means that these targets could easily be casual, contract, or temporary workers. And finally,
while the definition suggests bossware can be clearly identified by invasive features, employment
monitoring solutions range widely in terms of features: bossware may not always take the form of easily
recognisable surveillance. While such issues do not render these definitions irrelevant, they do suggest that
a more detailed portrait of bossware is necessary.

By many measures, employee monitoring appears to be on the rise. One company documented that web
searches for employee surveillance software had increased 58% since the start of the pandemic (Migliano
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2022). In a survey of 239 large corporations in the United States, Gartner found that the percentage using
monitoring tools had risen from 30% prior to the pandemic to 60% (Hunter 2021). Another survey of 1,250
businesses in the US echoed this figure, finding that 60% were using monitoring software to track employee
activity and productivity (Digital.com 2022). We can also get a hint of bossware’s pervasiveness from
company websites. iMonitor (2022), for example, boasts that over 25,000 companies in one-hundred
countries are using its product, including Volvo, Siemens, NTTData, and Sony. The employee monitoring
software market is forecast to grow at 12% per year, reaching a valuation of $4.5 billion by 2026
(IndustryARC 2021). Such statistics are certainly incomplete. What exactly constitutes “employee
monitoring,” for instance, is fuzzy and is essentially self-defined by companies who answer surveys.
However, taken together, web searches, corporate surveys, and industry growth gesture to bossware’s
emergence and uptake.

In certain jurisdictions, legislative regimes place restrictions on this adoption and deployment of bossware.
The General Data Protection Regulation (GDPR) is the strongest example here, a bundle of laws that
establish key concepts, standards, and penalties regarding data protection and privacy across European
Union states. Yet if the GDPR requires principles like proportionality, fairness, and transparency to be
preserved when deploying technologies, Aloisi and De Stefano (2022) stress that its effectiveness has been
significantly undermined by a long list of exceptions. In addition, these are interpreted and upheld differently
across member states, resulting in patchwork or uneven regulation (Aloisi and De Stefano 2022).

Even these nominal protections fall away when shifting to other jurisdictions. In the United States, for
example, Hewitt (2023: 353) notes a lack of comprehensive privacy legislation at the federal level and
argues that “the particular threat of data surveillance of remote workers falls between the cracks of privacy
laws.” In Australia, where this article’s analysis was conducted, specific legislation is either absent or favors
employers, creating a laissez-faire regulatory system. A country-by-country analysis of employee
monitoring legislation found Australia to be one of the easiest countries for companies to legally surveil
employees (Nott 2018). Indeed, the Australian Fair Work commission sided with companies in two high
profile cases, arguing the benefits outweighed worker privacy concerns and allowing corporates to roll out
monitoring technologies (Kennedy 2018).

Together, these findings suggest that, while legislation does exist, it is piecemeal both in its coverage and
enforcement. This (lack of regulation) is partially a byproduct of bossware’s novelty and the swift pivot to
remote work in the pandemic. Regulation struggles to keep pace, a recurring dilemma with fast-moving
technology and slow-moving legislative reforms (Moses 2007). But these toothless regimes are also a
reflection of a broader pro-business environment. As Calacci (2022: 6) observes, “Data privacy law has an
extremely limited reach in the workplace, granting employers broad authority to collect and own information
collected from workers.” This is a culture where corporate imperatives tend to be upheld while worker
concerns are ignored.

Certainly, bossware is not an entirely novel phenomenon. The drive to track and optimize work has a long
history that stretches back at least two centuries. Marx (1977 [1867]) wrote of employers obsessed with
wringing the maximum labor from their allotted time, squabbling with workers over minutes. In popular
writing, the classic precedent given for bossware is Taylorism. This system of scientific management was
developed by Fredrick Winslow Taylor (1913) in the early twentieth century and was driven by the need to
find the one best way of accomplishing a job. By timing tasks, analyzing gestures, and streamlining
procedures, Taylorism sought to optimize the production of any commodity. While Taylorism was
eventually superseded by more flexible management regimes like Toyotism, the prime directive of
optimizing productivity remained (Sandberg 1994).

Bossware, in this sense, can be understood as a longstanding desire to quantify and optimize labor processes,
a form of Digital Taylorism (O’Neil 2017). Indeed, the surge of remote work and working-from-home
fulfills the Taylorist dream to break out of the factory or office and establish its optimization regime over a
more expansive domain (Sprague 2007). In the pandemic and post-pandemic, Digital Taylorism gained new
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currency as a term that captures the algorithmic management and monitoring that increasingly seems to
characterize contemporary work (Armano, Leonardi, and Murgia 2022; Liu 2022). However, if Taylorism
helpfully historicizes bossware, we also see an array of novel elements in terms of the granular kind of
feedback on offer, the mobility of this software (moving with workers on their devices throughout the day),
and the ability of Al-driven models to rapidly assemble this vast amount of data into powerful “scores” and
“insights.” Framing bossware as simply neo-Taylorism overlooks some of these key details.

Problematizing Bossware

Monitoring advocates argue that there are legitimate reasons to monitor employee behavior. While these
range from ensuring compliance to reducing hacking, they fall into three core categories: increasing
organizational security, reducing corporate liability, and maximizing worker productivity (Lasprogata,
King, and Pillay 2004). As Ball (2010) notes, some degree of oversight in the workplace to gather
information and recognize performance is necessary for good management; the problems occur when this
surveillance encroaches beyond what is reasonable, when time management becomes time obsession, and
when these regimes negatively impact control and trust. Recent research has shown how bossware
establishes the conditions for this “function creep,” where monitoring for legal compliance can easily turn
into broader surveillance for the purposes of performance management and labor control (Kuldova 2022).

Whether bossware amplifies the performance of workers is debatable. On their webpages and in their
promotional materials, bossware developers assert that their clients achieve significant gains in productivity
(ActivTrak 2022; iMonitor 2022; Teramind 2022). Pastel-colored dashboards display every task by every
worker, highlighting the overachievers and flagging the laggards. But productivity is a highly contested
term, a historically recent and often fraught way of understanding and measuring job performance (Gregg
2019). The deep thinking needed to understand a problem, the reflection needed to identify misconceptions,
the affective and relational work needed to communicate well with colleagues—none of this is measured by
bossware, which tends to equate app “engagement” and mouse or keyboard “activity” with productivity.

“What is measured is not the work but the result of work,” Dejours et al. (2018: 208) stress, a firehose of
figures that “give only a distorted and unfaithful picture of the actual work situation.” Bossware
meticulously tracks metrics and monitors behavior, but such measures can be superficial or incidental—the
downstream ripples of work rather than its core essence. The problem is that workers alter their behaviors
to hit these measurements, even if they’re dysfunctional (Ridgway 1956). Metrics cease to be a
representation and become the concrete goal itself, a phenomenon known as surrogation (Black et al. 2022).
This is why Dejours et al. (2018: 203) consider measurement a form of domination: workers are forced to
stop caring about the quality of the goods or service and must instead focus on making themselves
“productive” according to some arbitrary indicator.

The human fallout of bossware can also be seen in other ways. Intense monitoring in call centers has been
linked to negative well-being, including higher stress, anxiety, and depression (Holman, Chissick, and
Totterdell 2002). A more recent ethnographic study of a contemporary workplace echoed this link, finding
that “heightened levels of distrust, anxiety, fear and insecurity were perceived as the most common
consequences arising from an environment guided by performance metrics and data surveillance devices”
(Manley and Williams 2022: 706). Other studies have found that pervasive monitoring and algorithmic
micro-management damages the mental health of workers (Milmo 2021). These negative impacts can be
witnessed in the stories of workers. Amazon workers, for instance, testify to stress, burnout, and even trauma
as a result of relentless digital regimes that monitor and attempt to maximize their performance (Munn
2022).

Recognising these impacts, some workers have argued that monitoring technologies infringe on privacy,
constitute harassment, and form a hostile working environment (Ajunwa 2018). In forums, workers
subjected to bossware speak about how it creates an atmosphere of mutual distrust. Bossware establishes a
situation where the worker is always suspect, concealing or hiding something. Data then provides the
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“evidence” confirming what the employer suspected all along. Disturbingly, 88% of companies in a recent
survey admitted they fired remote workers as a result of monitoring their work habits (Digital.com 2022).
This dynamic resonates with scholarship showing how regimes of algorithmic governance manufacture
suspicion, turning workers into risks to be mitigated or managed (Kuldova 2022).

Together these insights suggest that bossware’s exhaustive (but always selective) monitoring of metrics is
the wrong approach, heightening distrust and developing a distorted portrait of worker productivity. And
yet, despite these fundamental issues, the surging demand for bossware has seen it being widely adopted
and rapidly proliferated across industries. This spread places new pressures on the post-pandemic worker,
and in some cases, has resulted in their termination.

Mapping Bossware

How can we make sense of bossware as a phenomenon? In the nascent literature to date, bossware has
typically been framed in a monolithic way (see Corbyn 2022; Harwell 2020; Kosowski 2022). Distinct
products have been lumped together into a catch-all category and presented using attention-getting terms
like “spying” and “surveillance.” This is not to suggest such critical framings are not legitimate. This
software does raise significant concerns in terms of privacy, worker rights, and managerial power more
broadly. Yet this all-encompassing framing actually allows companies to dodge critique, dismissing
surveillance concerns as broad “myths” (Zubicki 2022) that fail to take into account the particularities of
specific software.

If over-simplification is one issue, over-complexity is another. Take, for instance, the Bossware and
Employment Tech Database by Coworker (2021). This database was developed over the course of the
pandemic as new software and surveillance products were rapidly released to cater to the “new normal.”
Yet if this resource is certainly laudable, the list of over 550 “labor-focused technology products” can easily
become overwhelming. Some items are in-house solutions for tech titans like Amazon; others are mere
patents that may never be developed into actual products. Products for carrying out specific tasks like
background checks (Checkr.com) appear alongside ubiquitous video conferencing apps like Zoom. This
treatment results in a bewildering variety of technologies that seem to lack any unifying characteristics.
There is no way to compare and contrast products, to get a sense of their key similarities and differences.

What is needed is a schema to help us make sense of the rapidly developing terrain of bossware. Like Marx
(2004), I am interested in mapping the distinct forms that surveillance takes—and particularly starting to
grasp the kinds of data that are captured and how this information might be instrumentalized against
workers. To this end, this article introduces an intuitive mapping schema for employee-monitoring
technologies consisting of two axes.

Invasiveness measures the capacity of the software to intrude on the life and privacy of an individual. How
is invasiveness measured? Here I draw upon work by Macnish (2015), who aimed to derive a rough measure
of intrusiveness. Technologies can encroach more or less on the private life of the worker. Using the example
of an employer monitoring an employee, Macnish (2015) asserts that time-keeping would be relatively
unintrusive, but placing CCTV cameras in the workplace, and then throughout the building, would increase
this intrusiveness, potentially leading to chilling effects, uniform behavior, and other negative impacts. In
addition, Macnish (2015) asserts that the kind of information collected by these mechanisms determines
their intrusiveness. Collecting metadata, for instance, may provide the location of a call, but collecting data
would capture the actual conversation. In the context of bossware, Microsoft Suite captures metadata (e.g.,
call time), whereas Spyrix captures the raw data of interactions (e.g., call audio). Based on these insights, a
product that constantly logs the individual keystrokes of a user—potentially giving away web searches,
credit card details, and health records—would score highly on this axis. Conversely, a more constrained
product that lacked features like screenshotting, key logging, and access to the camera would score much
lower.
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Expansiveness measures the broadness of the featureset built into a specific product. According to Apel and
Késtner (2009: 1), a feature is a “unit of functionality of a software system that satisfies a requirement,
represents a design decision, and provides a potential configuration option.” The total featureset, then, is a
combination of all the distinct features contained in a piece of software. As a measure, expansiveness
resonates with recent interest in the “scope” of electronic performance monitoring, or the number of ways
in which monitoring takes place (Ravid et al. 2020). A product that contains time tracking, productivity
scores, screen capture, project management, and numerous tools to monitor a workforce would score highly
on this axis. Conversely, a product designed purely as a keystroke logger for individuals would score low.
In essence, this axis measures how all-encompassing a particular platform or product is. However, rather
than being viewed as a product advantage, expansiveness is understood more critically here as the ability of
a technology to provide management with a comprehensive array of tracking, indexing, comparison, and
administrative mechanisms that seek to encircle the worker.

Such scales are grounded, then, in insights about the particularities of surveillance technologies, and the
way these specificities alter the impacts and potential harms on individuals. Granted, these qualities will
always be rougher and more subjective than a quantity measurable through an instrument. However, this
also makes them more accessible for a wider audience, who can grasp the key foundations for each scale
and use it on their own technologies, systems, and situations. These scales thus operate as a kind of heuristic,
a simple and intuitive schema widely used in everyday decision-making (del Campo et al. 2016; Gigerenzer
and Gaissmaier 2011). Rather than being limited to “experts,” a wide variety of public and private
stakeholders can apply this schema to real-world issues, highlighting the particularities of technologies and
the tradeoffs they require.

After establishing these two axes, a broad array of bossware products were mapped (Figure 1). Product
selection aimed to balance popularity and diversity. Popular and widely adopted products such as Teramind,
DeskTime, HubStaff, and Toggl Track were included. These products assert they are used by thousands of
companies, and they are regularly featured in roundups of the top employee monitoring software (Schooley
2022). Understanding where these influential and industry-leading products are situated is important.
However, breadth was also important to gain a full sense of the bossware landscape. For this reason, the
mapping included more niche products like Spyrix. This diversity also meant including productivity
platforms like Google Workspace and Microsoft 365 that actually contain a number of management and
monitoring features but that are typically not considered bossware.

A product’s Invasiveness and Expansiveness scores, as discussed above, are closely linked to its featureset.
A list of each product’s features was drawn from a SurfShark (2022) table that contains sixteen feature
categories, from “keylogging” and “screen monitoring” to “audio recording” and “time tracking,” amongst
others, with a check if the product has this feature and a blank if it does not. In addition, I visited the website
of every product, developing a sense of it through advertising copy, screenshots, and demonstration videos.
Methodologically this activity combines elements of qualitative content analysis (White and Marsh 2006)
with the walkthrough method (Light, Burgess, and Duguay 2018) of understanding digital software.
Together this work provides a strong grasp of a particular product’s capabilities and indicates its score on
the expansiveness and invasiveness axes.

There are four clusters of points from the map that share similar capabilities when it comes to invasiveness
and expansiveness. [ use these clusters to develop a provisional typology of bossware composed of four
distinct types: spyware, totalware, soft bossware, and productivity ware (Figure 2). In the following sections,
I introduce each type, provide an example product, and then discuss the issues and risks it raises in relation
to work.
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Figure 1: Mapping employee monitoring software along two axes
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Figure 2: Provisional bossware typology based on four clusters of points

Spyware

Spyware in this context refers to the cluster of software in the top left of the chart. These products offer
highly revealing forms of surveillance like key logging. In addition, they are typically advertised as using
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“stealth mode” by default, deploying these capabilities without any employee knowledge. Such products
are unashamedly marketed as a way to digitally eavesdrop on workers undetected, using the language and
visual tropes of spying. For this reason, they have high invasiveness scores. However, they also tend to have
limited feature-sets, effectively being marketed as “utilities.” In addition, these are often older pieces of
software that lack the web integration seen in more full-featured suites. For these reasons, they have low
expansiveness scores.

Spytector is one product that exemplifies this category. Spytector (2022) markets itself as the ultimate
keystroke logger “running in total stealth” and “undetectable even for savvy users.” Its website proclaims
that it goes undetected by antivirus programs as well. This is highly intrusive and invisible technology.
However, key logging is the only feature of this utility. The software was first developed in 2005 to run on
older Windows systems. While recent updates have allowed it to run on newer systems, the product still
uses a very conventional “shrink-wrapped” licensing model, as opposed to newer cloud-based subscription
models or software-as-a-service.

In software terms, spyware is an older form of surveillance, with the bulk of spyware literature, including
the most cited articles, dating to a period almost two decades ago (Egele et al. 2007; Good et al. 2005; Kirda
et al. 2006). This literature consistently frames spyware as a kind of virus that is installed on users’
computers without their knowledge or consent. Such malicious software is often associated with illegitimate
activity such as criminals capturing credit card numbers from keyloggers. As a result of this awareness, a
range of national and regional anti-spyware legislation was passed at the time (Bowles 2007). Such
regulation aimed to hinder the production and distribution of spyware—and these moves arguably
contributed to establishing anti-spyware norms. Spyware’s age and established notoriety mark it as distinct
from the new breed of bossware.

Spyware tends to be highly invasive but also non-expansive, limited in its featureset. Keylogging, as
suggested above, can certainly reveal personal details about a user. However, this single data stream is also
rather thin and mono-dimensional, collecting keystrokes but not clicks, time on apps, location throughout
the day, and so on. If the “goal is to have the most complete picture of the consumer that you can,” (Givens
2000: 352), to approximate reality by exhaustively capturing and stitching together datasets (Munn 2017),
then this software fails, unable to produce the kind of multifaceted portrait of the worker that is desired.

In addition, spyware tends to be blatant in adopting the language of spying and stealth as its operating model.
Such egregious surveillance would seem to place it out of bounds for mainstream companies and larger
corporations, limiting its scale and reach. Indeed, companies like Microsoft (2023) specifically include
protection mechanisms to identify and remove “spyware and other malicious software.” And it’s notable
that none of these products feature in review roundups on mainstream technology websites (McAllister
2022). Together these points reinforce spyware as an overtly shady product for a niche audience. Spyware
is thus notorious but marginal, a combination of factors that should reduce its potential threat to
contemporary remote workers.

Totalware

Totalware describes the cluster of software in the upper right of the chart. Products like Controlio and
Teramind are full software suites with dozens of modules and features. They offer a highly articulated toolkit
to managers and supervisors: smart rules, automated alerts, file transfer auditing, key logging, live screen
monitoring, and so on. This broad array of intrusive tools means they score highly on both the invasiveness
and expansiveness axes.

The key example here is Teramind. Teramind (2022) is a cloud-based software solution for companies with
a vast featureset. Features include live screen capture, remote desktop control, instant message monitoring,
online meeting monitoring, and scriptable logics allowing administrators to set up custom rules tied to
notifications. The firehose of data that Teramind (2022) collects on each worker can be used to assess
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productivity, identify workflow “bottlenecks,” and even conduct “forensic” investigations into potential
misconduct. Interestingly, this product also contains live OCR recognition, allowing it to decipher words
onscreen even when unknown applications are used (Marvin and Sevilla 2020). This expansive and invasive
featureset is only tempered slightly by the software presenting administrators with a “visible” and
“invisible” option on startup. In both installation and on their website, Teramind (2022) presents the decision
to inform employees of monitoring as an important one that requires serious consideration.

Totalware is the strain of bossware that most closely resembles the stereotype of panoptic surveillance.
Theorized by Foucault (2020), this schema of open prison cells and a central tower was designed to expose
every activity, of every inmate, at every moment. Totalware seeks to replicate this logic of exposure by
capturing every keystroke, every message, and every website visit. The goal is to apprehend in meticulous
detail the digital footprint of the worker (Manokha 2020). Notably, totalware, with its “invisible” mode,
even mirrors the uncertain nature of the panoptic schema. Just as inmates could never be sure if they were
being watched, digital workers can never be sure if they are being tracked. The ultimate aim, as with earlier
Taylorist forms of surveillance and monitoring, is for workers to internalize the gaze of management (Saval
2014), remaining compliant and productive.

While Foucault’s (2020) panopticon was always merely a schema, the combination of contemporary
digitally mediated work with sophisticated software makes this vision more attainable. Bossware aims to
operationalize this panoptic dream (Manokha 2020; Woodcock 2022)—to monitor an individual’s webcam,
to log each of their keystrokes, and to track their time down to the second. These exhaustive algorithms and
infrastructures keep tabs on every employee throughout the day, “co-constructing the minutiac of work
itself—effort, control, performance, and reward” and constitute an intensification of surveillance in the
workplace (Ball 2022: 458). Software hopes to realize this fine-grained oversight, turning the theoretical
into the computational. However, if this “totalware” certainly constitutes a threat to workers, no technical
system is totalizing. As the final section will discuss, intended functionality can be undermined (even if
temporarily or partially) by practices of worker resistance.

Soft Bossware

Soft Bossware characterizes the cluster in the center of the chart. This is software that contains many of the
standard features of employee monitoring, such as time tracking and screenshotting, but attempts to limit
the extent of those features. Monitask, for example, claims to offer “transparency” rather than “spying.” It
captures the number of keystrokes a user makes but not their content. These products consciously restrict
both the invasiveness of their techniques and the expansiveness of the features available to track and
monitor. In doing so, they seek to avoid the negative associations of more explicit surveillance. This
“bossware-lite” approach promises to deliver insights about productivity without risking a backlash amongst
employees.

A prime example of this category is Activtrak. Activtrak (2022) explicitly bills itself as “insight, not
oversight” and adopts a conscientious tone, asserting that its software helps assess “productivity and
wellness with the employee in mind.” Notably for a software company, it frames its lack of features as a
benefit: no keystroke logging, no camera access, and no video recording are presented as a positive and
more worker-friendly choice, what the company calls the “Activtrak difference.” Although the software
does track worker practices in many ways, these features are considered to be consistent with the firm’s
“ethical approach.” While such claims should certainly be critiqued (any degree of surveillance presents
issues), the focus here is on the more “moderate” featureset, with its tempered invasiveness and
expansiveness.

Soft bossware aims to convince companies that its lighter monitoring of workers is appropriate. In other
words, it aims to resolve the tension between the employer’s surveillance interest and the employee’s
privacy interest (Watkins-Allen et al. 2007). These companies recognize that workers may have qualms
about data being captured, audio being recorded, or “productivity” being tracked—but that these boundaries
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are also open to negotiation and modification (Petronio 2002). Granted, all the developers surveyed here
rationalize their use of surveillance in some fashion. However, soft bossware backs up these claims with a
more tempered feature set. Functionality is designed to provide management oversight while avoiding the
critiques associated with invasive surveillance and corporate overreach. This strategy resonates with “soft
surveillance” (Marx 2005; Nagenborg 2014), less coercive techniques that are framed as morally ambiguous
or even empowering to workers.

In comparison to other bossware types, soft bossware appears as a more subtle kind of threat to workers.
Spyware is flagrant in promising to expose individuals through the use of stealth, trickery, and surveillance;
similarly, Totalware conforms to popular conceptions of Orwellian or dragnet-style surveillance, totalizing
systems that implement exhaustive tracking and monitoring in order to encircle an individual. The “soft
bossware” category, by contrast, attempts to walk the tightrope between “acceptable” forms of managerial
oversight and “unacceptable” incursions of privacy. And yet this software is still soft surveillance (Marx
2005), capable of tracking web activity, measuring time and “productivity,” and sending automated alerts
to management based on custom rules. Such software carries out an invasion of privacy, potentially harming
a worker’s identity, their estimation of themselves, and the image they want to present to others (Alge 2001).
Soft bossware is friendlier surveillance, framed in a language of “compliance” and “visibility”—but
retaining the core technical operations necessary to identify workers, monitor their workday, and flag
anomalous activity.

Productivity Ware

Productivity Ware refers to the cluster of software in the lower right of the chart. This is widely adopted
software such as Zoho Workplace and Google Workspace, produced by major technology companies, with
user bases in the millions. These suites are highly expansive, incorporating many programs and diverse tools
for administrators to gain oversight of workers. However, they lack the most egregious bossware features,
they exhibit a higher recognition of privacy and rights, and they wrap safeguards around oversight tools.
For this reason, they score much lower on invasiveness.

One product that epitomizes this category is Microsoft 365 (2022). The flagship suite houses a vast array of
productivity tools and also integrates with a host of communication, project management, HR, and financial
software. This expansive connectivity and its ubiquitous status establishes some powerful surveillance
potentials, from the capture of student data (Nemorin 2017) to significant risks around government data
(Hildén 2021). However, as a major tech company, Microsoft treads carefully in terms of the features and
their optics. After its individual Productivity Score was criticized (Hern 2020), for instance, it was
transformed into an Adoption Score that provides aggregate metrics for each company department
(Microsoft 365 2022). While such moves are welcome, they are far from being a silver bullet solution to
privacy concerns. By using selective queries or combining datasets, supposedly anonymized data can often
be de-anonymized (Bampoulidis and Lupu 2019; Sweeney, von Loewenfeldt, and Perry 2018).

As everyday life becomes increasingly carried out via digital technologies, the products that mediate those
activities achieve a highly strategic position. Workers schedule appointments, send emails, draft budgets,
message colleagues, and collaborate with others through a singular ecosystem. These environments aim to
be all-encompassing, providing interoperability between their programs while locking users into their
walled garden (Pon, Seppéld, and Kenney 2015). In addition, these suites have extensive user bases.
Microsoft 365, for instance, has at least 365 million active users or “paid seats” (Redmond 2022). This is
the infrastructure that underpins workers and companies around the world. This tactical combination of
massive user bases, multiple “touchpoints” (email, calendars, messaging), and extensive data capture
capabilities place productivity ware in a highly strategic position for potential surveillance overreach.

What kinds of data are captured and available within these ubiquitous software environments? Microsoft

includes powerful administrative tools in its suite like Audit and Content Search. With the right queries,
administrators can read emails, view 1-1 messages in Teams, and see timestamped activities of Office
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interactions (Privacy International 2022). Other tech reports have documented how Zoom, Slack, Google,
and Microsoft can track user locations, disclose private messages, and reveal scheduled appointments
(Surfshark 2022). And yet the surveillance potential of these productivity suites, with the exception of a few
passing mentions (Kwet 2019; Nemorin 2017), is almost entirely absent from the literature.

Admittedly, legislative requirements placed on high profile technology companies like Google and
Microsoft reign in some of their ability to carry out data extraction, commodification, and monitoring
(Buiten 2019; Daskal 2018). However, the rise of bossware also highlights the demand for more monitoring
and more fine-grained data over employee practices. Productivity ware would be perfectly placed to carry
out this “function creep” (Kuldova 2022) and satisfy this demand if legislation and public sentiment allowed
it. For this reason, productivity ware should be understood as a latent risk for workers and its future
development closely monitored for signs of incursion and overreach.

Conclusion and Implications

Mainstream press has grasped, not incorrectly, that bossware is something important and potentially
dangerous, a new mechanism that significantly shapes contemporary work conditions (Bloomberg 2020;
Corbyn 2022; Cyphers and Gullo 2020; Purtill 2022). However, glossing this development as an “Orwellian
nightmare” (Drapkin 2022; Settle 2021) flattens the landscape, erasing key distinctions between platforms
and products. These distinctions matter: different software has different affordances and different
deployments—and all of these factors come together to constitute certain kinds of risks for workers. Such
software alters power dynamics in the organization (Miele and Tirabeni 2020) and links data with
productivity (Ball 2022) in particular ways. The early mapping above has aimed to offer a more articulated
portrait of bossware’s diverse landscape.

Bossware, then, is a phenomenon that is both highly dysfunctional and highly powerful. For this reason,
further research is urgently needed to better understand the terrain of bossware, its pervasiveness in
particular industries, and its psychological and social impacts on workers.

Just as boyd and Crawford (2012) posed a number of critical questions for big data, the mapping carried out
here raises a number of critical questions for bossware as an emergent technical phenomenon. It suggests
several gaps in knowledge and several possible approaches to interrogating this software, forming an
emergent research agenda.

Firstly, employee monitoring software is a corporate product, developed by particular companies for other
companies. Software developers for bossware range enormously, from tiny studios to large multinationals.
This software development is a social process (Mackenzie 2006) composed of people, tensions, and
decisions (Seaver 2022). Each company frames their product in particular ways, rationalizes why it is
necessary, and showcases its effectiveness. The legitimacy of this organization and the trust they can foster
through this work clearly shapes the uptake of their software product. For example, spyware is developed
by niche players for a niche audience, while productivity ware is not even typically viewed as “bossware”
and enjoys millions of users in dozens of industries across the globe. Attending to the corporate ecosystem
or political economy of this software—the financing, organizational structures, corporate values, and
rhetorical legitimacy of its developer and clients—is key for understanding its uptake and application in the
world.

Secondly, this software is a technical system. It contains a set of features or affordances, an array of
operational capabilities written into code and performed through digital infrastructures. These technical
properties significantly alter the processes made available to management, the streams of data that are
captured for each worker, and the processing carried out on this data in order to surface patterns and red
flags, scores, and metrics. Totalware, for example, brings together a vast array of established software
techniques in order to monitor web use, capture audio, track keystrokes, and follow the contemporary
worker across the cloud. Software studies (Fuller 2008) and media archeologies (Parikka 2012) are two
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approaches that attend closely to these specific technical capacities, their shaping of a technology’s use, and
their resulting impact on social, cultural, and political life. Opening the black boxes (Pasquale 2015) of these
technical systems could contribute to a more articulated understanding of their operations and implications.

Finally, this software exerts a distinct set of work pressures. Here we are focused on the awareness (or
suspicion) of workers that their activities are being monitored, the kinds of negotiations and adaptations this
requires, and the negative psychosocial impacts of this surveillance, which may include anxiety, stress,
mistrust, powerlessness, and alienation (Mendonga et al. 2022). While workplace surveillance is not new,
the combination of fine-grained digital tracking with the recent rise of remote work establishes the
conditions to intensify these pressures and extend them in new ways. We can estimate the negative fallout
on individuals by drawing on older management studies and labor studies (Ball 2010), but how far these
findings apply to the new breed of electronic performance monitoring (Ravid et al. 2020) is unclear. For
example, recent research suggests that this software’s erosion of agency may produce more deviance rather
than less (Thiel et al. 2023). Documenting the distinct set of pressures placed on workers by these technical
regimes and the precise (and perhaps unexpected) impact this has is a key future task.

The typology constructed above highlights the diversification and expansion of monitoring software in
response to demand. There are many companies, with many different product offerings, catering to a wide
array of clients. As remote work becomes a significant sphere of labor and work in general becomes more
digitally mediated, we would expect this expansion to continue. Telework has already been equated with
high imagined surveillance, for example, increasing the expectations that workers place on themselves
(Mendonga et al. 2022). Others have suggested that remote workers intentionally seek monitoring and
visibility in order for their work to be recognized and remain competitive (Hafermalz 2021). In this sense,
employee monitoring leverages the structural precarity of contemporary labor to amplify power
asymmetries (Yin 2023), forcing workers to compete against each other, to document their labor, and to
prove their worth as employees.

However, along with the intensification and expansion of bossware, we also need to grasp its limitations
and modes of resistance. Previous studies on earlier monitoring technologies have shown that workers do
not simply acquiesce to this surveillance but resist it by identifying and exploiting weaknesses (Taylor and
Bain 1999), distorting captured data to their own advantage (Ferneley, Sobreperez, and Stevens 2004),
developing anti-compliant attitudes or resistant intentions to monitoring (Spitzmiiller and Stanton 2006),
and exchanging complaints and hacks on forums (Ball 2010). These practices of antagonism and obstruction
persist in the context of contemporary bossware. In one case, remote workers fought back against activity
monitoring by using mouse jigglers and sharing tips for beating the algorithm (Lewis 2021). In another
survey, more than half the participants said they would not work for an employer that used remote
monitoring (Skillcast 2021).

Whether sabotaging algorithms or refusing to supply their labor altogether, such examples show that
bossware is not incontestable. And yet it is also clear that such digital surveillance is a long-term prescription
(Maati and Svedkauskas 2021) with highly consequential impacts. Indeed, recent studies suggest data
privacy legislation will never sufficiently address workers’ needs; new forms of collective governance and
worker co-determination must be undertaken to uphold labor rights and foster fair working conditions
(Calacci and Stein 2023). Bossware, then, is a key site of power and counterpower in the new terrain of
post-pandemic work—and this is what makes it worthy of close attention.
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